Emerging Ransomware Groups 2025: Who They
Are, How They Attack, and How to Defend

Ransomware is malicious software that locks or steals a victim's files and then demands
payment, and it remains one of the most disruptive forms of cybercrime. Every year new crews
appear, borrow ideas from older gangs, and attack hospitals, schools, factories, and retailers.
This guide explains emerging ransomware groups 2025 in simple, classroom-style language
so that students and working professionals can follow it easily. By the end, you will understand
who these threat actors are, how they operate, and how Digital risk protection helps
organisations spot trouble early.

SELF-ENCRYPTING BINARY

Think of ransomware like a burglar who not only locks your front door from the outside but also
photographs your private papers. The lock is the encryption, and the photographs are the stolen
data used for blackmail. Because both parts hurt, victims face a difficult choice between
recovery, reputation, and legal duties. Learning the basics now makes every later section much
easier to understand.

What Are Emerging Ransomware Groups in 20257


https://www.dexpose.io/emerging-ransomware-groups/

Emerging ransomware groups 2025 are newly formed or rapidly growing criminal crews that
encrypt files, steal data, and demand money. Some are brand-new teams, while others are
rebranded members of gangs that were disrupted earlier. A useful example is how affiliates
simply moved to other crews after major takedowns, which shows that people matter more than
brand names. It is like a shop that closes and reopens across the street under a new sign.

Quick Answer for Voice Search

Quick answer: emerging ransomware groups 2025 are new or fast-growing extortion crews
that steal and encrypt data. Widely reported names include Qilin, SafePay, DragonForce,
Interlock, and Warlock. Rankings shift monthly and vendors count victims differently, so
compare several trusted trackers.

Ransomware-as-a-Service Explained

The core idea is simple: developers build the tools, and affiliates carry out the attacks. In the
ransomware-as-a-service model, profits are split, and affiliates often keep the larger share. This
lets even low-skilled cybercriminals run serious campaigns, so new brands appear quickly.

Why the Ransomware Landscape Keeps Changing

The landscape shifts because law enforcement pressure, cryptocurrency tracing, and internal
disputes constantly reshuffle the players. Operation Cronos disrupted LockBit in early 2024, and
the RansomHub leak site reportedly went offline in April 2025, which pushed affiliates to look for
new homes. Every disruption creates a vacuum that other threat actors rush to fill. For this
reason, defenders cannot depend on a fixed list of names.

According to Chainalysis, ransomware payments fell by roughly 35 percent in 2024, to about
814 million US dollars. Fewer victims are paying, so criminals increase pressure through data
theft, public leaks, and direct harassment of customers and staff. Meanwhile, the Verizon 2025
Data Breach Investigations Report found ransomware present in 44 percent of the breaches it
analysed. Falling payments therefore do not mean falling danger.

Double and Triple Extortion

Double extortion means criminals both encrypt files and steal a copy so they can threaten to
publish it. Data leak sites are where they post proof and countdown timers to shame victims into
paying. Triple extortion adds pressure on customers or partners, or threatens denial-of-service
attacks.

Rebranding After Takedowns

When authorities seize a leak site, the operators rarely retire. Instead, they rebrand, merge, or
join another crew, and threat intelligence analysts track code overlaps to connect old and new


https://www.dexpose.io/emerging-ransomware-groups/

names. For example, researchers linked BlackSuit to earlier Royal activity before its
infrastructure was seized in July 2025.

Profiles of Emerging Ransomware Groups 2025

Below are several crews that security researchers repeatedly highlighted during 2025. Please
remember that this list is a snapshot, not a ranking, and details can change as investigations
continue. Each profile relies on public reporting from security vendors, news outlets, and
government agencies. Treat attribution claims carefully, because groups sometimes copy each
other's tactics.

Qilin

Qilin, also called Agenda, runs as an affiliate-based extortion operation and was widely reported
as one of the most active leak-site posters during 2025. Its affiliates have targeted healthcare,
manufacturing, and public services, and the 2024 Synnovis attack that disrupted pathology
services for London hospitals was attributed to it. Analysts suggest its growth accelerated as
displaced affiliates looked for a stable platform.

SafePay

SafePay appeared in late 2024 and surged during 2025, and researchers noted that it appears
to keep operations in-house rather than recruiting affiliates. Its victims include small and
mid-sized businesses, and the July 2025 disruption at distributor Ingram Micro was publicly
linked to the group. This shows how a single supply chain incident can ripple through thousands
of resellers and customers.

DragonForce

DragonForce promotes a cartel-style model in which partners can use its infrastructure under
their own brand. News reports linked it to the April 2025 attacks on UK retailers such as Marks &
Spencer, reportedly involving social engineering techniques associated with Scattered Spider.
Those incidents showed that a convincing help-desk phone call can be as dangerous as a
software flaw.

Interlock

Interlock emerged in late 2024 and has attacked both Windows and Linux systems. A joint
advisory from CISA and the FBI in July 2025 described its use of drive-by downloads and fake
fix prompts known as ClickFix. Healthcare incidents, such as the May 2025 attack on Kettering
Health, were linked to it in public reporting and drew wide attention.

Warlock
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Warlock drew attention in July 2025 when Microsoft reported that a threat actor it tracks as
Storm-2603 used SharePoint vulnerabilities to deploy it. The episode showed how quickly
criminals weaponise a newly disclosed flaw against unpatched servers. Organisations that
patched fast and isolated exposed servers reduced their risk sharply.

ATTACK VELOCITY
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How Emerging Ransomware Groups Attack Networks

Understanding the attack chain helps defenders interrupt it. Most incidents begin with stolen
credentials, phishing, or unpatched internet-facing systems, followed by privilege escalation and
lateral movement. Initial access brokers sell footholds to affiliates, which saves the attackers
valuable time. Once inside, the criminals often disable backups and security tools before
encryption begins.

Common entry points used by these threat actors:

Phishing and social engineering, including impersonation of help-desk staff
Exposed remote access such as VPNs or RDP without multi-factor authentication
Unpatched vulnerabilities in edge devices and collaboration software

Stolen or reused passwords collected by infostealer malware

Malicious downloads and fake browser update prompts



Initial Access and Social Engineering

Attackers prefer the easiest door, and people are often easier to trick than firewalls are to break.
A caller who pretends to be an employee and asks for a password reset is a classic example.
Strict identity checks for every reset request close this door quickly.

Data Theft Before Encryption

Modern crews usually copy sensitive files before they lock anything. This means that restoring
from backup solves only half of the problem, because the stolen data can still be leaked.
Monitoring unusual outbound traffic can reveal this theft while it is still in progress.

How Digital Risk Protection Reduces Exposure

Digital risk protection is a set of services that watches the open web, deep web, and dark web
for threats aimed at your organisation. It looks for leaked passwords, fake domains,
impersonated executives, and stolen files before attackers can exploit them. Because dark web
monitoring runs continuously, security teams get early warnings instead of learning about a
breach from a ransom note. In simple terms, Digital risk protection acts like a neighbourhood
watch for your online presence.

This matters for emerging ransomware groups 2025 because many attacks start with
credentials that were already for sale online. A team that discovers exposed logins early can
reset them before an affiliate ever connects. Digital risk protection also supports incident
response, since analysts can quickly check whether stolen data has appeared on a leak site. It
complements, rather than replaces, firewalls, endpoint detection, and staff training.

Credential and Leak Monitoring

Infostealer malware quietly collects saved passwords and session cookies from infected
devices. These stolen items are then traded in criminal marketplaces, where initial access
brokers buy them. Alerts about your company's exposed accounts let you act before the buyer
does.

Brand and Executive Impersonation

Criminals often register look-alike domains or fake social profiles to trick staff and customers. A
convincing email from a "chief executive" can lead to a phishing compromise or a fraudulent
payment. Takedown services remove these fakes quickly and reduce the chance of successful
deception.

Threat Intelligence and Faster Takedowns



Threat intelligence connects raw alerts to real attacker behaviour, such as the tools and tricks a
specific crew prefers. When your team knows which groups target your industry, it can prioritise
the right patches and controls. This turns scattered warnings into a clear, practical plan.

Practical Defence Checklist Against Ransomware

No single tool stops every attack, so layered defence is the safest approach. The goal is to
make intrusion harder, detection faster, and recovery reliable. Government bodies such as CISA
and the UK National Cyber Security Centre publish free guidance that supports each of these
steps. Start with the basics below, because they prevent a large share of real incidents.

Priority actions for any organisation:

Enforce multi-factor authentication on email, VPNs, and admin accounts

Patch internet-facing systems quickly, starting with known exploited vulnerabilities
Keep offline or immutable backups and test restores regularly

Segment networks so one infected machine cannot reach everything

Deploy endpoint detection and response tools with round-the-clock monitoring
Practise an incident response plan before a crisis arrives

Backups and Recovery

A backup is only useful if it survives the attack and can be restored quickly. Store at least one
copy offline or in an immutable format that criminals cannot delete. Practise a full restore,
because untested backups often fail at the worst possible moment.

Should You Pay the Ransom?

Law enforcement agencies generally discourage payment because it does not guarantee data
recovery and it funds further crime. Verizon's 2025 report noted that a majority of victims did not
pay, which shows that recovery without payment is possible. Legal advice and expert incident
responders should guide any final decision.

Real-Life Lessons From Recent Incidents

The 2025 attacks on UK retailers taught a clear lesson about people and process. Marks &
Spencer publicly said the incident would cost roughly 300 million pounds in operating profit, and
online orders were disrupted for weeks. Reports suggested that social engineering played a
role, which reminds us that identity checks are as important as software patches. Businesses of
every size can learn from this example by tightening how they verify who is asking for access.

Consider a simple hypothetical example of a small school that stores student records on one
shared server. If a phishing email installs ransomware, both the records and the only backup
could be lost together. With separate offline backups, multi-factor authentication, and quick



alerts about leaked staff passwords, the school could recover within days. This is why a modest
budget spent on basics often beats an expensive tool used without a plan.

Conclusion

Emerging ransomware groups 2025 show that this threat is flexible, business-minded, and
constantly adapting to pressure. Names like Qilin, SafePay, DragonForce, Interlock, and
Warlock may change, but the methods of phishing, stolen credentials, unpatched systems, and
data theft remain familiar. Digital risk protection, strong backups, quick patching, and trained
staff together give organisations a realistic chance to prevent or survive an attack. Keep learning
from trusted sources, review your defences regularly, and remember that preparation is always
cheaper than recovery.

FAQ: Frequently Asked Questions

FAQ stands for Frequently Asked Questions, and this section answers common reader queries
in simple language. The answers are general and educational rather than legal or technical
advice for a specific incident. If you face a real attack, contact a qualified incident response
provider and your national cyber authority. Each answer below is short so that it is easy to read
and easy to remember.
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What is ransomware in simple words?

Ransomware is malicious software that locks your files or steals them and then demands
money. Attackers usually promise to unlock or delete the data after payment. Paying, however,
never guarantees a happy ending.

What is a data leak site?

A data leak site is a website where criminals publish or advertise stolen files to pressure victims.
It often shows countdown timers and sample documents as proof. Security researchers watch
these sites to understand who is being targeted.

How can small businesses protect themselves on a low budget?

Start with multi-factor authentication, automatic updates, and offline backups, because these
steps are affordable and effective. Train staff to question unexpected links, attachments, and
urgent requests. Free guidance from national cyber agencies can help you build a simple
response plan.

How does dark web monitoring help?

Dark web monitoring searches criminal forums and marketplaces for your leaked passwords,
documents, or brand names. Early alerts let you reset accounts and investigate before attackers
use the information. It works best as one layer alongside other security controls.

What should | do first if ransomware hits?

Disconnect affected devices from the network, but do not wipe them, because investigators may
need the evidence. Contact your incident response team, notify your legal and management
contacts, and report the crime to the relevant authority. Restore only from clean, verified
backups once the intrusion has been contained.
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